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1. Overall Description
SA3 would like to thank SA2 for their LS on 5G Registration via Untrusted Non-3GPP Access in S2-174887. SA2 asked SA3 on the security aspect of untrusted non-3GPP access registration solutions, the analysis is provided in this reply.
2. Solution analysis
· EAP-5G solution
EAP-5G is not an EAP protocol, and it is appropriately renamed to reduce confusion. 

· EAP-5G is not compliant with RFC 3786, because it is an EAP protocol without an authentication method. 
· EAP-5G is not a ‘lock step’ protocol, which means the EAP-5G cannot verify the EAP signalling at IKEv2 layer, which is not compliant with RFC 3786 either. 
· The complexity introduced raises seriously concern.

· Null-Authentication solution
Null-Authentication solution is not secure and is not compliant with RFC 3786.

· N3IWF first establishes an IPsec completed in Null-Authentication solution. However, if a malicious UE only establishes an IPsec with the N3IWF without sending a NAS signalling, the N3IWF will maintain the IPsec for a long time, which consumes the resource of N3IWF. If lots of malicious UEs establish IPsec sessions with the same N3IWF without sending a NAS signalling, a DoS attack happens. 
· Furthermore, the rekey procedure is not compliant with RFC 3786 either.
SA3 believes that new solutions should not be introduced unless the existing solution cannot be fixed. The problems identified by SA2 WG in the current solution can be fixed.

3. Actions:

To SA2 group.

ACTIONS: 
SA2 is kindly requested to take the above information into account. 
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